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Auction Mechanisms in Digital Advertising
Motivation and Background Information
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e Auctions ubiquitous across the internet
e Google Ads employs auction process to allocate ad space
e Centralized auction systems, while efficient, pose risks
e Collusion among participants or with the auctioneer
e Censorship or preferential treatment
e Conflicts of interest (auctioneer has stakes in the outcome)



Auction Mechanisms in Digital Advertising
Motivation and Background Information
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e Collusion among participants or with the auctioneer

e Censorship or preferential treatment

e Conflicts of interest (auctioneer has stakes in the outcome)




Decentralizing Ad Auctions
Motivation and Background Information
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Decentralized Auctions: Implementing decentralized auctions using Ethereum-based smart contracts

+ Enhanced Transparency
Reduced Conflict of Interest
+  Minimized Corruption and Censorship

+

- Excessive transparency introduces new challenges like strategic manipulation



Ethereum Blockspace Auction TUTI

Motivation and Background Information
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Transaction order

Transaction Failures: Only highest bid successful, some fail e plock
Public Bids: All bids are visible, vulnerable to exploitation/front-running

Last-Moment Bidding: Incentive to wait until expected deadline, causing network congestion
Network Gaming: Anticipated peak times, can be targeted for disruption

Decentralizing auctions addresses key issues, introduces new challenges
Cryptography may be used to obscure bids, preventing exploitation by sophisticated actors
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Trusted Execution Environments TLT
Problem Statement

Encrypt bids to hide content, replace trust of central entity by cryptography

Trusted Execution Environments safeguard sensitive operations by isolating trusted apps from the main OS,
enhancing data security and operational integrity
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Trusted Execution Environments UM

Problem Statement

User encrypts transaction using the public key of the TEE (xPub) Kettle of the smart contract

User submits encrypted transaction, bids remain confidential

A private key (xPriv) securely managed by the TEE Kettle can be used to decrypt the data

After the TEE Kettle have performed the confidential computations, results are attested (signed and
verified) and can be verified
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SUAVE (Single Unifying Auction for Value Expression)

Problem Statement

Originally build to fix trust-issues in blockspace auctions on Ethereum
But can be also used for lots of other applications like Google ads auction

Extend functionality of Ethereum node with TEEs and Precompiles

Trusted Execution Environment Kettles
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Analysis of SUAVE System Architecture and Mechanisms

Research Question 1

Many different stakeholders interacting with the system

SUAVE

Execution Node

Confidential
data store

bevelopers creates contracts
(OF 4s, Lu?lo‘inﬁ, etad)
L S
Hset sends bids
(data and allowed contracts)
Executors execute bids
(arbitrage, solving, ete)

Ongoing Research

Consensus

Output Validity

Economic Security Model

TEE Key Distribution/Management
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Analysis of Development Process for SUAVE Applications (SUAPPs) and TUm
Potential Use-Cases of SUAPPs

Research Question 2 + 3

Analyze Toolchain for Development
Identify Trust-Issues or Conflict of Interests with Existing Auction Platforms
Development of SUAPPs

e Smart Contract using existing Precompiles
e Development of own Precompiles inside the TEEs
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Timeline and Future Work
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Writing Thesis

15. January, Registration

January

19. February, Kick-Off

Febru.:é\ry

Tl

15. July, Submission

March April May June July



Jonas Gebele
jonas.gebele@in.tum.de

Technische Universitat Minchen
Faculty of Informatics

Chair of Software Engineering for
Business Information Systems

Boltzmannstrale 3
85748 Garching bei Miinchen




The
Big
Bang

Now

» Centauri

Rigil
Initial Conf Data Store
OFA precompiles
Trusted Confidential Exec
MEVM
Basic Precompile Governance

SGX Computor
Connecting to .

Toliman

@ -®

Toliman

Conf Store V2 (Proofs, Indexer,
DA)

Bulletin Board Chain (Narwhal

or pBFT)

Good Enough DoS Resistance
Better Precompiles

- Light client
- Side Channel
Demos

Proto- Collisions

Sirrah

SGX MEVM
Reproducible Builds
Attestation Protocol
SEV

SGX TLS

Initial Security Proofs

.
Mirach

Kay Manager Node
Key Rotation
Upgrade Process V1
Cloud Auth

e o o o

‘%

Andromeda

-®

Proxima

. Many Bulletin
Chains
. SUAVE chain
consensus
. Performance The COI“SlOn

Veritate
. Permissionless Nodes
. Upgrade Process v2
. Harmonious Integration w/ MPC



