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Customer

Supplier

Manufacturer

Warehouse

Logistics

Distributors

Goods & Services
IBO GmbH is a SME, manufacturing roller 

bearings for safety critical domains. 
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Track & trace for high-price products 

with ID numbers lasered in the product 

body as well as low-price products sold 

by batch.

Customet contacts IBO

Distributors sells fake bearings 

as IBO products to earn higher 

profit 

Installed bearings result 

in Failure
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Customer reaches out to IBO 

claiming that the raw materials 

used doesn’t not correspond to 

the quality level

IBO requests the details about 

the usage of the product and 

ita maintenance

IBO and the customer agrees 

on a third party auditor to 

validate the claim

IBO contacts the supplier to get 

details on the raw materials

Verification and validation of claims 

take at least 3 weeks

To verify the claims, IBO 

reviews its records in the 

ERP syystem and the 

documents submitted by 

the supplier

Transparent and trusted, 

fraud-proof data source for 

fast and efficient audit 

purpose

Master’s thesis, Sangeeta Joseph, Component provenance tracing through blockchain-based, trackable data exchange for safety critical industrial supply chains



Motivation

© sebis171103 Matthes English Master Slide Deck (wide) 6

Offering alternatives in 

the case of unavailability 

of a product without any 

reviews/ failure history 

about the new product.

Informs about the 

unavailability of the 

product and offers 

another alternative from 

an unknown manufacturer 

with similar feature

Customer inquiries for

IBO bearings

Orders bearings with 6 weeks 

later delivery date
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The goal of this master’s thesis is to design and implement a blockchain-based supply chain solution for SMEs 

in safety critical supply chains in collaboration with IBO GmbH with a focus to provide transparent data flow and 

traceable product history without disclosing business secrets.

Problem Statement
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Shared Distributed 

Single source of truth

Data Provenance 

Tracking
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WHY BLOCKCHAIN?

Time Reduction
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<RQ1>:  What are the requirements for blockchain-based supply chain system to reduce fraud and  

improve supply chain management?

<RQ2>:  What is an architecture of a blockchain-based system for fraud reduction and supply chain 

management?

<RQ3>:  What is the prototypical implementation for a Blockchain-Based Supply Chain system for 

fraud reduction and supply chain management?

Research Questions
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Requirements:

• Interviews and workshops with IBO

• Understand the data flow in IBO’s supply chain 

• Literature research on existing supply chain system using blockchains

• Requirements elicitation and documentation

Architecture Design

• Literature research on blockchain technologies 

• Choosing a blockchain technology that fit the requirements

• Architecture Design using the finalized technology 

• Architecture using 4+1 view models

Implementation

• Development of the prototype using the technologies and the design to fit the requirements

• Evaluation of the system 

Approach
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April May June July August September

Literature / Research

Requirements 

Gathering & Analysis

Implementation

Evaluation

Design

October

Registration Date Kickoff Presentation

November

Writing

Final Presentation
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