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Background & Motivation

Blockchains TI-ITI

The three pillars of blockchain technology:

= Decentralization @ @
= [ransparency
= Immutability

Scalable

Why do multiple blockchains exist instead of a
single unified blockchain?

= Various use cases
s Blockchain trilemma

o
57 N
”e//eed Traditional chains (BTC, ETH...) ¢

[Blockchain] Simply Explained, How does a Blockchain work on YouTube

[Trilemmal] Vitalik Buterin: Why sharding is great: demystifying the technical properties
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https://www.youtube.com/watch?v=SSo_EIwHSd4
https://vitalik.ca/general/2021/04/07/sharding.html

Background & Motivation
Blockchain interoperability

Blockchain networks can
communicate with each
other through
interoperability protocols

Solana

These are mechanisms
that enable different
blockchain networks to
share data
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Background & Motivation
Blockchain Bridges TI.ITI

= Bridges facilitate communication between blockchains through the transfer of information and assets
= [The demand to move assets across blockchains increases in proportion to the number of blockchains
= Bridges break the interoperability barrier!

[l ] Ethereum: Blockchain bridges

[ )] Bitnovo: What are blockchain bridges?
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https://ethereum.org/en/bridges/
https://blog.bitnovo.com/en/what-are-blockchain-bridges/

Background & Motivation

Blockchain Bridges TI-ITI
- N
message = lock X tokens
Blockchain Aj in a smart contract — 5 || Sender Smart
bridge validator payment Contract
\§ User x %
»monitors
7 » N\
Off-chain
attest that User has locked X
' tokens in the sender contract
\_ Bridge Validator W,
k

@\

Blockhain b » |[/Receiver Smart
post that User has locked X Contract mint X "synthetic" or

tokens in the sender contract "wrapped" tokens to User
_ Bridge Executor Usey
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Background & Motivation
Blockchain Bridges

Off-chain ﬁhl

e N\
z message
Blockchain A Eﬁ Sender Smart
payment for Contract
Bridge Validator .
\_ User : /
* monitors
w

attest that message has
been committed on chain A

Bridge Validator )

(

DBlockchain ﬂj

L

post message

Bridge Executor

.. |Receiver Smart

—\

Contract

_J
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Problem Statement
Cross-Chain Maximal Extractable Value TI.ITI

l QuickSwap

What are the intricacies

Sl 35'5,637/ of this operation?
|

L J
WETH UsDT

g Uniswap V2 I

35.5637 70547.0906

Input: Output: Gross Profit:
69227.8877 USDT 70547.0906 USDT 1319.2029 USDT ($1319.20)

[! ] Blocknative: The Fundamentals of Cross-Chain MEV
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https://www.blocknative.com/blog/fundamentals-of-cross-chain-mev

Research Questions

What are the existing interoperability solutions for connecting different blockchain
networks?

What does the existing literature reveal about the current state of MEV in the
context of cross-chain operations?

bridge?

[ How can we quantify cross-chain MEV extraction enabled by a selected blockchain
[ What are the risks of cross-domain MEV?

- \ J (& _J -
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Research Questions
Interoperability solutions

Type Protocol Message Verification
LayerZero External
Arbitrary Messaging Bridges Wormbhole External
Axelar External
Across Optimistic
Hop Optimistic
Pool Based Connext Optimistic
Liquidity Networks cBridge External
Stargate External
deBridge External
Token Bridges Oteler Flow Based UniswapX External
; Circle CCTP External
Stable Coins Maker Teleport External
Burnand mint | |« Connext xERC20 |~ Optimistic |
Bridge Standards | LayerZero OFT External
Polygon Bridge Native
' Lockandmint | wBTC | External |

240610 Danut llisei Analyzing the Role of Bridges in Cross-Chain MEV Extraction

Tl

[LaverZero] LayerZero: GitBook documentation
[Wormhole] Wormhole: GitBook documentation
[Axelar] Axelar: What is Aexlar?

[Across] Across: The Bridge Ethereum Deserves
[Hop] Hop: GitBook documentation

[Connext] Connext: GitBook documentation
[cBridge] cBridge: GitBook documentation
[Stargate] Stargate: GitBook documentation

[deBridge] deBridge: GitBook documentation

[uniswapX] uniswapX: Uniswap documentation

[Circle CCTP] Circle CCTP: Cross-Chain Transfer Protocol
[Maker Telepori] Maker Teleport: DAI Teleport

[Connext xERC20] xERC20: Technical documentation
[LayerZero OFT] LayerZero OFT: Technical documentation

[Polvgon Bridge] Polygon Bridge: Bridge Layers

[Wrapped Bitcoin] Wrapped Bitcoin: Whitepaper
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https://layerzero.gitbook.io/docs/layerzero-v2/v2-overview
https://docs.wormhole.com/wormhole/
https://docs.axelar.dev/
https://docs.across.to/
https://docs.hop.exchange/
https://docs.connext.network/concepts/readme
https://cbridge-docs.celer.network/
https://stargateprotocol.gitbook.io/stargate/
https://docs.debridge.finance/
https://docs.uniswap.org/contracts/uniswapx/overview
https://developers.circle.com/stablecoins/docs/cctp-getting-started
https://github.com/makerdao/dss-teleport
https://docs.connext.network/usecases/xerc20
https://layerzero.gitbook.io/docs/evm-guides/layerzero-omnichain-contracts/oft
https://docs.polygon.technology/pos/how-to/bridging/
https://wbtc.network/assets/wrapped-tokens-whitepaper.pdf

Methodology Tum

Case Study: Polygon Bridge

kDOl = I - - - T
B ! e Native mechanism for transferring
- assets between Ethereum and
Checkpoints 9| Checkpointn [efaisiiaiaialaiaichaiotaion ¥ | Checkpoint n+1 [ crecesle ca = .
Polygon and vice versa
| e Validators need time to process the
‘ M'Rerkie o [Merkle | . cross-chain transfers
oot J S 00 - .
T E e e Transparency exists for both legs of
. o L the cross-chain transactions
Prgcll?:r::trs = = = = = B = = T
Matic Chain

[ ] Matic Whitepaper
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https://github.com/maticnetwork/whitepaper

Methodology

detectCrossChainMEVExtraction Algorithm

‘ System |

[ - -

loop

[For each Ethereum block]l

Iterate through Ethereum transactions

loop

/ [For each Ethereum transaction]

Check if non-atomic arbitrage
and touching bridge

I

alt

/ [Candidate for detection]

Determine bridge direction
and token details

[« ]

Call getPolygonBridgeTx

i

Call getPolygonSwapTx

i

Add to detectedCrossChainMev list

<
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Return detectedCrossChainMev

..........

the Role of Bridges in Cross-Chain MEV Extraction

We collected and analyzed data from
1,000,000 blocks = 140 days

We attempt to find matching transactions on
the other side of the arbitrage for each
candidate

Once we identify the matching pairs, we can
reconstruct the arbitrage and analyze the
tokens and resulting profits
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Results

Frequency TI.ITI

2500 4

2000 +
g = 4,488 instances of
g cross-chain MEV extraction
€ 15001 » 3,901 of these extractions to
“g be cyclic arbitrages
£ = 3,311 transactions yielded a
2 10007 positive revenue

500 4

0_

From Ethereum to Polygon From Polygon to Ethereum
Arbitrage direction
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Results
Frequency

37.5 1

35.0 4

27.51

25.01

o
@

Date
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32 arbitrages per day on
average
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Results

Duration TI.ITI

[ Fom oo Car ] = Strong positive association
between the durations of
arbitrage in both directions
(0.67)
= On average, extracting MEV
o From Polygon to

- \% Ethereum: 50 minutes
V\/ | /U and 17 seconds
/\ o  From Ethereum to

- Polygon: 20 minutes
and 8 seconds

70 4

Duration (minutes)

20 4

Date
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Results
Bridged Tokens

GENE
144

FACTR
146

AKT
149

SMT
155

GLQ
205

MOD
57

ICHI
59

BANANA UNIX ADS QUICK QA
8 78 68

VEE oM FOX GET
128 114 97 83
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Significant number of tokens
Mostly unknown tokens
Low-liquidity tokens
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Results
Searchers Domination

0x3fAG6F...

0x36935...
Others

0x882dO0...

0x826A4...
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Revenue in USD

Revenue in WETH

5

g

N
(=]
L

=
o
L

0x826A4... 0x3fA6F...
Searcher address

0x826A4... 0x882d0... Ox6EeeA... 0x36935...
Searcher address

Only a few searchers
consistently succeed in
extracting MEV

Three searchers realized
95% of the arbitrages
They can use the gained
value to improve their
algorithms and
infrastructure, thereby
consolidating further their
dominance in the space
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Results
Searchers Revenue Distribution TI.ITI

BN 0x826A4...
== 0x8824O0...
800 BN Ox6EeeA...
Il 0x36935...
" B others
;-f\ 600
E 400
E
] » WETH:
200 o Average revenue: 0.02
_ o Highest revenue: 1.83
010  -0.05 OAOORevenuoe‘(::WETHOAm 0.15 0.20 0 B|ggest |OSS: 061
= USD stable coin:
BN 0x826A4...
ol [ Ox3fAGF... @) Average revenue.: 45
B others

o Highest revenue: 708
o Biggest loss: 443

Number of arbitrages

0
-200 -100 0 100 200 300 400 500
Revenue in USD
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Evaluation & Future Work
Evaluation & Limitations

We observed that
these arbitrages The tokens
do occur, albeit involved in these

infrequently due to arbitrages are
the extended often unknown

bridging time

Only a few
arbitrageurs are
able to profit from
this situation

Future work should
focus on enhancing
the heuristic, as we
maintained strict
criteria in some
aspects, and on
evaluating the
profitability of these
strategies
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